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1.

Introduction

1.1. Background

The Republic of South Africa (RSA) recently implemented data protection law, the Protection of

Personal Information Act (Protection of Personal information Act 2013). POPI sets out the minimum

requirements concerning access and processing of any personal information (Balajee, 2020:1). The

Act characterizes processing as collecting, attaining, recording, organising, recovering, or the use,

dispersion,  or  sharing  of  any such information.  The Act  was developed and implemented to  the
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Abstract

This study examined data protection requirements that can be used

as guidelines for higher education institutions to comply with the

POPI Act. To answer this question, a systematic review was used

to analyse articles based on the POPI Act. The Results indicate that

there  are  several  key  definitions  related  to  the  POPI  Act  that

enable  a  higher  education  institution to  formulate  its  POPI  Act

compliance  policy  such  as  Data  protection  and  Personal

information. The POPI Act sets out guidelines concerning access

to and processing of any individual data. The level of compliance

with  this  change  is  crucial  and  both  private  and  public

organizations need to adhere to such protection implementation.

The Act characterizes processing as collecting, getting, recording,

organizing,  recovering,  or  the  utilize  conveyance,  or  sharing  of

personal  information.  POPIA  and  data  protection  are  both  key

themes that the research team picked up in the content that they

analysed to formulate this paper; these themes encapsulate a group

of keywords that were identified in the documents that have been

used  in  this  study.  This  paper  thus  aims  to  provide  insightful

knowledge into the South African implementation of the POPI Act

compliance within higher education institutions pre covid. 



standards of the GDPR, General Data Protection Regulations (Olsen 2022:15). According to Joshua

(2018:25), personal information is any information that can identify a person, thus in compliance with

POPI Act higher education institutions such as universities and colleges as well as other professional

institutions that provide academic preparation in any fields are to comply to such implementation

POPI laws. The protection of personal information act characterizes personal information as and not

limited to information about the demographics of an individual, contact details of an individual and

the opinions of an individual. Higher Education institutions collect and process personal information

of  individuals,  The  Personal  Information  Act  4  (2013),  therefore  calls  for  Higher  Education

Institutions to manage and process information in a responsible manner. 

1.2. Problem Statement

To what extent has Higher Education institutions been ready to ensure data protection compliance pre

covid?

1.3. Research objectives

The research objectives included understanding the importance of data protection?

What are the guidelines for protection of personal information?

What are the compliance requirements for POPIA in Higher Education Institutions?

The Purpose of this paper is to highlight the importance of the Protection of Personal Information and

present guidelines on how higher education institutions can manage and process personal information

without compromising the rights of an individual.

2. Literature Review

Provide a  detailed literature  review, citing references  in  the  reference list.  Ensure you provide a

literature background for the study.

2.1. The protection of Personal information 

The Protection of Personal Information (POPI) implies privacy and non-disclosure of any sort of

confidential information of various individuals within the region of South Africa (SA), thus it remains

crucial that such information must be confidential to remain protected (Gandy and Gandy 2021:14).

The constitution of the republic of SA promotes the right to privacy, thus encouraging SA citizens to

exercise such rights to their benefit regardless of age or race. The Protection of Personal Information

is conducted in compliance with the POPI Act, as it aims to guarantee that all SA institutions both

public and private uphold a standard when collecting, handling, storing, and sharing another entity's

individual information by holding them responsible should they abuse or compromise ones' data in

any way (Constitution of The Republic of South Africa 1996).



2.2. Personal information

According to Giles (2020:1), personal data is any piece of information that relates to a specific person,

such  as  someone's  name,  mailing  address,  phone  contacts,  and  therapeutic  records.  Personal

information  as  any  kind  of  data  related  to  a  normally  identifiable  individual,  this  data  can  be

distinguished,  specifically  or  in  a  roundabout  way,  in  any  particular  manner  by  reference  to  an

identifier (GDPR (2018:14). Since the definition incorporates any information, one must expect that

the  term  personal  data  ought  to  be  as  broadly  translated  as  conceivable.  Thus,  it  is  crucial  to

understand that information that is collected does not have to be genuine to be regarded as personal

information and it does not have to be captured or recorded in another fabric form, such as a photo or

sound recording. It can be talked about or communicated in another, even by using sign language

(Purtava 2018: 55).

According to the Data Protection Act (1998), personal information postures two limitations on the

scope of information security laws.  Firstly,  these laws don't  expand to information that  does not

recognize  an  individual  but  permits  for  customized  interaction  with  a  particular  individual.  The

second limitation is postured on the avoidance of information that is stored in a non-transitory frame,

like a few shapes of closed-circuit TV. The protection of personal information implies privacy and

non-disclosure of any sort of confidential information of various individuals

2.3. Importance of the Protection of Personal Information 

According  to  the  constitution of  the  RSA (1996:25),  the  Protection of  Personal  Information Act

(POPIA) is important as it secures people from harm by protecting their individual information. To

stop their identity from being stolen, and secure their privacy, which is an essential human right

according to the Constitution of the RSA 1996. Moreover, individuals and various business entities

(either private or public) exchange information in processes such as recruitment and employment, it is

therefore essential to encourage the safety and security of personal information processed by these

institutions. 

Additionally, POPI introduces specific situations as the requirements that encompass the procedures

of handling personal information, thus no personal information is to be processed without the consent

of the owner to which the information belongs (Mamaco, 2021:2). This then ensures the establishment

of  a  Data  Manager  to  implement  certain  influences  and  perform  supplement  duties  as  well  as

occupations in terms of the POPIA (Promotion to access of information, 2000:18). POPIA provides

for the rights of people regarding spontaneous electronic communications and computerized decision-

making procedures, to adjust the distribution of personal information and transverse the limits of the

RSA and the stipulations for matters associated therewith.



2.4. Guidelines for POPI

As privacy is a basic right in SA, all residents within the boundaries of the country must be educated

on the POPI to counter cybersecurity dangers as well as other information theft and misfortune. It is

most crucial that people be made aware of the dangers that exist with carelessly sharing information

with  various  business  entities  or  individuals,  thus  education  on  this  concept  of  awareness  is  a

necessary step toward the adoption of the POPI act (Kwatsha, 2020:14).

According to Kandeth, Botha and Futcher (2018:5), an individual must have a choice whether to

consent  sharing  their  personal  information  or  not,  thus  giving  consent  to  such  access  of  their

information is crucial and such activity must be related to a specific purpose. The purpose is to be

specific and comply with the POPI Act and respect all  data protection procedures.  Moreover,  an

individual must notify the data subject of specific details as set out in section 18 of POPI. In line with

Tsegaye and Flowerday (2019:5), there must be an expression of a will to indicate that the individual

is agreeing with the reasons behind their sharing of personal information, this displays transparency

and openness between the two parties. Another important point is that POPI does not require one to

acquire consent from the data subject in all  instances. There are many other justifications that an

individual can rely on to ensure that personal information is processed lawfully (Purtova, 2018:45).

2.5. POPIA compliance in Higher Education Institutions (HEI)

POPIA ensures the handling of personal information in an accountable way that excludes the violation

of people's right to privacy by adhering to the set-out principles and guidelines within the constitution.

Higher education institutions are encouraged to show compliance with the guidelines that have been

formed as well as facilitate these principles in this regard (Hoon, 2019:2). It is even more applicable

to higher education institutions  since they manage information and data related to  the educators,

support staff and learners/students within the institutions and well as parental data. It is imperative

that  their  right  to  privacy  and security  be  respected  and protected,  this  implies  that  compulsory

precautionary procedures must be enforced for all personal information and data, from the stage of

data collection through processing and even afar (Michalsons, 2020:2).

Higher education institutions handle various information and data, from the children being educated

within the institution, the educators, to the parents at home, thus all confidential information are to be

protected to ensure the preservation of the individual's rights as stipulated by the constitution (Boshoff

2021:1).  In  being  compliant  to  the  POPI  act,  higher  education  institutions  are  to  take  into

consideration  information  such  as  exam  results,  photos,  fingerprints,  examination  numbers,  and

various other forms of information.

Additionally,  higher  education  institutions  are  to  get  consent  before  collecting  an  individual's

information and must ensure that they only acquire the information that is required and aimed at the

legitimate purpose (Netshakhuma, 2019:60). In compliance with the POPI act, they are to be held



accountable  for the  security  and protection of  the  information gathered and the dissemination or

storage of the information for as long as such actions are needed. Consequently, they are to sustain

data  subject  rights to  privacy by complying to  access  information and ensure  correction to  such

information in terms of any fault, error or meaning that may have incurred during the time that the

higher education institutions where accessing the information and must ensure that the owner of the

information should be granted access to their information when requested (POPI Act 4 of 2013:12).

2.6. POPIA requirements within Higher Education Institutions 

According  to  Western  Cape  Government  (2022:4),  the  POPI  act  in  higher  education  institutions

defines  all  the  processes  that  include  acquiring,  recording,  sorting,  overhauling,  storing,

disseminating,  or  erasing  personal  data.  Higher  education  institutions  thus  are  unequivocally

empowered to begin putting plans, policies, and methods in place to comply with the requirements of

the POPI act. The protection of personal information requirements for higher education institutions is

a form of good information governance, this includes the institutions responsibility to be liable for

handling personal information and ensuring accountability for acquiring, processing, disseminating,

and destruction of such information (Western Cape Government, 2022:4). Institutions are allowed to

gather the minimum information required for the specific reason to their function, thus processing

restriction is a vital requirement for the business institution in accordance with the POPI act. 

Consent to personal information ensures that an individual's information is acquired directly from its

core or source, this also is to verify its accurateness. Transparency, as well as openness, are essential

requirements with regard to the POPI act, these principles ensure that individuals are well aware of all

matters related to handing out such information to that specific institution (Olsen, 2022:3). Openness

ensures reasons and the end goal of the individual’s information for them to be well aware of all the

processes and parties involved. Moreover, personal information is only to be gathered for a specific

legitimate as well as lawful reason, thus specifying that the reason is a clear requirement set out by the

POPI act that higher education institutions must adhere to. This condition guarantees that information

handling is  carried out  within the slightest  intrusive manner considering the conceivable security

dangers (Naidoo, 2022:22).

3. Research Methodology

The  research  question  was  focused  on  identifying  the  protection  of  Personal  Information  Act

compliance  and  requirements  for  Higher  Education  Institutions.  The  study  used  Pragmatism

philosophy, with inductive reasoning, a methodological choice Mono method qualitative. With the

study looking to identify and contrast a pre and post covid, this is a longitudinal study. This however

is the pre covid findings. The unit of analysis was higher education institutions. A systematic review

was followed to conduct the research



Data collection

The Scopus database E-Journal served as the secondary data source, to find papers pertaining to the

POPI Act. PRISMA protocol was adapted to systematically review the data. The following Boolean

search strings was used to further narrow the search:

"Data protection" AND "data privacy" AND Compliance OR adherence AND "Global data protection

regulation" OR GDPR.

“Data  protection  privacy”  AND  Protection  of  personal  information  AND  “South  Africa”  AND

Compliance or adherence or noncompliance or non-adherence 

data AND protection AND privacy AND (policy OR  policies  OR  law  OR  laws  OR  legislation

OR  regulation  OR  guidelines)  AND  ("Higher Education"  OR  college  OR  university)  AND

(compliance  OR  adherence)  AND  (South  AND Africa  OR  RSA)

With results only including academic journals and removing conference materials, book chapters and

grey literature published between January 2017 and December 2021. From the data collected, data

analysis  was  carried  out,  and  the  records  that  were  identified  were  checked using  the  following

eligibility  criteria.  Articles  were  identified  and  screened  were  included  if  they  had  information

protection policies, all  higher education institutions such as universities,  colleges and Technikons,

Protection of Personal Information, POPI, and publications in the past 5 years pre covid. Articles were

omitted if they were duplicates, unrelated, unavailable in full text, abstract only, editorials, Books,

Author response theses, conference proceedings and non-peer reviewed articles. The articles were

uploaded into the Mendeley software in which they followed the screening process. A total of 269

records were downloaded. A total of 33 duplicates were identified. 222 records were omitted as they

did not meet the eligibility criteria. A total of 47 articles were used in this study.

3.1. Ethics

Ethical approval, was provided by the University of Johannesburg Ethical clearance committee, with

the following approved ethics number: 2022SCiiS038. 

4. Results and Findings

The  study  examined   the  prominent  themes  that  were  present  from  the  year  2016  until  2021.

Converging within the pre covid dates. The following themes were evident in the findings. 

Table 1: Themes identification
Year
2016

Year
2017

Year
2018

Year
2019

Year
2020

Year
2021

TOTA
L

POPIA 1 1 2 4



Data
Protection

1 4 3 4 8 20

Security  in
personal
information

1 1 6 8

Privacy 1 1 2 2 5 10 21

GDPR 2 4 7 4 17

Complianc
e

2 4 3 9

Source: Own compilation

 POPIA: In 2016 POPIA was not mentioned. The POPI Act was mentioned one time in 2017. POPIA

was identified one time in 2020 where it was mentioned in two consecutive years, as mention of the

act was identified twice in 2021 as well. POPIA was formally identified in the reviewed documents

four times from the year 2016 to 2021. Similar keywords that were also identified by the researchers

as  relevant  topics  that  relate  to  POPIA are  Policy,  policies,  Data  rights,  Individual  rights,  Data

processing and POPI. 

Data protection: was picked up one time in the year 2016 and this theme was not identified in 2017

with it appearing in the literature again four times in 2018. In the year 2019 this theme was again

presented three times in the literature as a prevalent theme and again in year 2020 it was identified

four times and 2021 this theme was identified eight times. This keyword was highlighted across the

literature, it was picked up in 20 documents out of the total number of documents analysed. Similar

keywords that were also identified by the researchers as relevant topics that relate to data protection

are  Personal  data  protection,  Data  protection  regulation,  Data  protection  law,  access  rights  and

Consent. 

Security in Personal Information: is ensured by adopting protective barriers to guard this valuable

information was identified for the first time only once in 2018, with this theme not being present in

the years 2016 or 2017. This theme is seen once again in the period of 2019 highlighted one time in

the literature in 2019, and six times in 2021. In 2020 the theme was not indicated. A total of eight

times this theme was identified in the different research documents. Similar keywords that were also

identified by the researchers as relevant topics that relate to security are Data security, Protection,

Data protection, Data confidentiality, Ethics, Validity, Information security, Machine learning, Data

governance, Cybersecurity, Security awareness and Cybercrime. 

Privacy:  ensures  that  crucial  personal  information  is  only  personally  accessible.  This  theme  is

prevalent throughout the research period. Privacy is identified once in 2016 and again one time in

2017.  In 2018 privacy is  highlighted twice in the literature,  and this theme has  been continually

identified in 2019 two times, 2020 saw privacy mentioned five times and 2021 the theme is mentioned



ten times. Across the total number of documents that were used in this study 21 documents were

found to have this theme. Similar keywords that were also identified by the researchers as relevant

topics that relate to privacy are Data privacy, Privacy policy and Research ethics. 

GDPR: was a theme that was not identified through the literature in 2016 and was neither identified in

2017, it was however identified two times from 2018. In 2019 this theme was very apparent through

the literature with four mentions. GDPR was again identified seven times in 2020 and another four

times in 2021. Seventeen times this theme was highlighted in the total number of documents.

Compliance: is not mentioned in 2016, 2017 and 2018. It is identified as a key theme from 2019 with

it being mentioned twice in 2019. Documents that were produced in 2020 contained compliance as a

theme four times throughout their text documents. In 2021 compliance was a prominent theme as it is

identified three times in the documents throughout this year. As an important theme, compliance was

identified in ten documents. 

 

Figure 1: Overlay visualisation: Author link strength

Using  the  VosViewer  tool,  the  overlay  visualisation  clustered  a  total  of  23  authors.  Adams,  R;

Adeleke, F; Anderson, D; Bawa, A; Branson, N; Christoffels, A; de Vries, j; Etheredge, H; Flack-

Davison, E; Gaffle, M; Mahomed, S; Marks, M; Mdhluli, M; Molefle, M; Muthivhi, T; Ncube, C;

Olckers, A; Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter, T; Singh, J and Swanepoel, C.

Using the normalization method of Association strength, every author has a 22-link strength. 



Table 2: Author link strength
Adams, R Adeleke, F; Anderson, D; Bawa, A; Branson, N; Christoffels, A; de Vries, J;

Etheredge,  H;  Flack-Davison,  E;  Gaffle,  M;  Mahomed,  S;  Marks,  M;

Mdhluli,  M;  Molefle,  M;  Muthivhi,  T;  Ncube,  C;  Olckers,  A;

Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and

Swanepoel, C

Adeleke, F Adams, R; Anderson, D; Bawa, A; Branson, N; Christoffels, A; de Vries, J;

Etheredge,  H;  Flack-Davison,  E;  Gaffle,  M;  Mahomed,  S;  Marks,  M;

Mdhluli,  M;  Molefle,  M;  Muthivhi,  T;  Ncube,  C;  Olckers,  A;

Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and

Swanepoel, C

Anderson, D Adams, R; Adeleke, F; Bawa, A; Branson, N; Christoffels, A; de Vries, J;

Etheredge,  H;  Flack-Davison,  E;  Gaffle,  M;  Mahomed,  S;  Marks,  M;

Mdhluli,  M;  Molefle,  M;  Muthivhi,  T;  Ncube,  C;  Olckers,  A;

Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and

Swanepoel, C

Bawa, A Adams, R; Adeleke, F; Anderson, D; Branson, N; Christoffels, A; de Vries,

J;  Etheredge,  H;  Flack-Davison,  E;  Gaffle,  M;  Mahomed,  S;  Marks,  M;

Mdhluli,  M;  Molefle,  M;  Muthivhi,  T;  Ncube,  C;  Olckers,  A;

Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and

Swanepoel, C

Branson, N Adams, R; Adeleke, F; Anderson, D; Bawa, A; Christoffels, A; de Vries, J;

Etheredge,  H;  Flack-Davison,  E;  Gaffle,  M;  Mahomed,  S;  Marks,  M;

Mdhluli,  M;  Molefle,  M;  Muthivhi,  T;  Ncube,  C;  Olckers,  A;

Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and

Swanepoel, C

Christoffels, A Adams, R; Adeleke,  F;  Anderson,  D; Bawa, A; Branson,  N; de Vries,  J;

Etheredge,  H;  Flack-Davison,  E;  Gaffle,  M;  Mahomed,  S;  Marks,  M;

Mdhluli,  M;  Molefle,  M;  Muthivhi,  T;  Ncube,  C;  Olckers,  A;

Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and

Swanepoel, C

de Vries, J Adams, R; Adeleke, F; Anderson, D; Bawa, A; Branson, N; Christoffels, A;

Etheredge,  H;  Flack-Davison,  E;  Gaffle,  M;  Mahomed,  S;  Marks,  M;

Mdhluli,  M;  Molefle,  M;  Muthivhi,  T;  Ncube,  C;  Olckers,  A;

Papathanasopoulos, M; Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and



Swanepoel, C
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Pillay, J; Ramsay, M; Schonwetter,T; Singh, J and Swanepoel, C
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What stands out on this visualisation is not a common occurrence. As such it  is  evident that the

authors are undeniably able to trust the work of each other. There is room to develop the network

which may assist in the future developments of the topic.

5. Discussion
POPIA  aims  to  ensure  that  in  South  Africa  information  is  securely  stored,  and  only  relevant

information about individuals is used. POPIA was not identified in literature very prevalently until the

corona virus pandemic broke  out and individuals were limited to various activities through online

interactions  with other  individuals.  Corona  virus  broke out  in  the  beginning  of  2019 and forced

individuals to stay in their houses and apartments as a precautionary measure to ensure their safety.

With most individuals forced to communicate and share information over the internet through online

discussion forums, twitter and many other forms of virtual communication. Thus, it was of paramount

importance that their personal information was secure during these interactions. Personal Information

like individual’s  name,  cell  phone number,  email  addresses  and various other  forms of  sensitive

information is required. It is evident that there is some attention given to POPIA. However, it is also

clear that pre-covid POPIA is not spoken to much within Higher Education Institutions. 

Data protection is neither a new or a foreign topic for scholars and individuals throughout the world,

regardless  of  their  situation  or  level  of  understanding,  to  discuss  and  to  be  concerned  about.

Information is created through everything humans do and as such it is vitally important to protect this

information as it may identify individual’s needs and desires whilst breaching their most basic right of

privacy. Therefore, this topic is referred to throughout most of the years in literature as this is a major

concern for society, as there is secure and protected information that must be deemed as sensitive

information that should not be publicly accessible. Data protection is clearly a topic that is prevalent

even before covid.  It  is  interesting to  note  how moving to an online environment outside of the

workspace will affect how prevalent data protection becomes post covid in Higher Education. 

Security of personal information is a vital necessity for Higher Education Institutions in South Africa.

South Africa  is  a  developing economy, and many new threats  and dangers  are  being potentially

introduced across the economy in South Africa. Youth are potentially vulnerable to these dangers

through the learning and development  environment  that  they are  exposed to  in  higher  education

institutions across South Africa. For many people security and data protection may be synonymous in

their meanings, and this explains why security was not referred to as often throughout the literature.  

Privacy is a crucial need that must be satisfied and maintained for all individuals that are in the SA

country borders. The right to privacy has been minimised through the introduction of technological

enhancements  that  require  individuals'  data,  to  deliver  its  service.  Widespread  use  of  these



technologies across the South African social landscape has dramatically reduced individuals' access to

private information that they alone have access to. The individual right to privacy must be considered

in any situation where personal data is being used and as such this keyword is highlighted throughout

the entire span of the literature that has been analysed. 

GDPR is an international guideline that requires countries and economies to treat private information,

regarding a user, with the utmost diligence in order to reintroduce security in the digital spaces that

are being frequently adopted. Although the GDPR is not a new guideline that pertains to the secure

processing of information across its uses throughout society, it is interesting to note that in the pre-

covid years internationally there is much attention that is brought to the GDPR, and yet there is not a

large link between the GDPR prevalence and POPIA. The question that remains is will there be an

increase in the link between POPIA and GDPR post-covid?  

Compliance ensures that individuals throughout the South African society are aware of the necessity

to secure their personal data through the application of the various safety measures that have been

introduced throughout South African society. Overall compliance has only become a relevant topic in

2019 as businesses across South Africa needed time to understand the introduction of these new

regulations.  Firms  must  then  identify  where  the  regulatory  policies  affect  their  processes  and

functions to ensure that they are fully aware of the changes that they are required to make to their

business structures and processes. 

6. Conclusions, Limitations and Future Research

The objective of  this  research was to  display POPI Act  compliance and requirements  for  higher

education institutions in South Africa. It has been seen imperative that the minimum requirements for

POPI act compliance of higher educations is crucial for the protection of personal information as it is

the code of conduct of the country, thus personal indefinable information as the information that

identifies a person is to be protected as such reveals one’s personal identity. It is founded that higher

education institutions are required to implement and promote laws as well as policies in agreement

with the GDPR to ensure data privacy and compliance with POPI Act. It was also explored that in

respect of the constitution of the Republic of South Africa, protection of individual’s rights is to be

well  respected by both public  and private  divisions/departments  that  conduct  business within the

boundaries of the country, to comply to the laws and establishments prescribed in the constitution of

RSA.

It is out of accountability and transparency that information is shared, and it is explored to be essential

that consent regarding sharing of such personal information must be granted to a specific party for

them to have access to one’s personal information. Further research can be conducted to identify

specific data protection risks linked to different  higher education institutions and how to provide

specific procedures to address the risks identified.



Parameters set by project supervisors are meant to guide the research that is being conducted by the

potential candidates. This research can be improved using documentation that is outside the five-year

research period to ensure that more validated research results are obtained. By using a more holistic

view to research in the education sector in SA can ensure that more relevant results are obtained from

the quantitative research study.
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