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Abstract

Businesses  have  always  viewed  human  ingenuity  positively,

especially in improving operational processes. At times, ingenuity

in the form of workarounds may cause management tensions if

such  action  circumvents  what  is  considered  sound  information

security practices.    This work reports on research that investigates

ingenuity  in  workaround  practices  and  its  implications  for

information security policy practices. We explored the factors that

drive  ingenuity  in  workarounds.  We  used  structural  equation

modeling  (SEM)  with  AMOS  and  SPSS  to  examine  the

implications of these factors on information security integrity.  The

research  findings  offer  empirical  insights  into  the  detrimental

impact of workarounds on information security policy compliance,

highlighting the potential harm that certain forms of ingenuity can

cause businesses if not managed effectively. Recommendations for

improved information security policy design and implementation

are  suggested,  contributing  to  the  body of  knowledge  that  will

assist  businesses  and  researchers  in  strengthening  security

protocols that incorporate the human element. 
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1. Introduction

1.1. Background

Human ingenuity has always been looked at  positively,  particularly in the context  of  operational

process  improvements  in  businesses.   Lampel,  Honig,  &  Drori  (2014)  discuss  the  'paradox'  of

ingenuity, where institutions that value ingenuity and creativity simultaneously fund and support these

efforts  while  simultaneously  creating  structures  and  resource  allocation  that  hinder  and  stifle

ingenuity. Scholars have argued for dismantling any institutional and regulatory structure that stifles

ingenuity (Awrey, 2013).

1.1.1. Ingenuity as a Driver of Workarounds 
People perceive human ingenuity as clever and inventive when they solve problems or devise new

solutions (van Offenbeek, et al., 2024). Workarounds refer to the alternative method that an employee

may employ to achieve a specific task or goal, mainly when the conventional policy-driven guidelines

are impractical or inefficient (Khanom, et al., 2024). There is consensus that ingenuity often improves

business operations, particularly when employees encounter obstacles or process inefficiencies that

need  managing.  Their  ingenuity  may  drive  them to  devise  workarounds  for  these  obstacles  and

inefficiencies (Alter, S. (2024).  The ingenuity of the workarounds will allow employees to adapt to

unexpected circumstances by developing innovative workarounds that address immediate problems

and obstacles. At times, ingenuity in the form of workarounds may cause management tensions if

such action circumvents what is considered sound information security practices.  

1.1.2. Ingenuity as a Driver of Workarounds 
Because information security has become more and more critical in the modern business world, it is

important  that  the  research  study  looks  at  both  technological  solutions  and  human  behaviour.

Workarounds have mainly been seen as  either having positive  or  negative dimensions and some

studies have integrated both these perspectives that see workarounds as a dual-sided construct (Fries,

Cesche, & Krcmar, 2016).  Workaround behaviour poses a high risk to the integrity of information

security by allowing unauthorized access to data, which can lead to serious consequences such as

financial losses and reputational damage (Barata, da Cunha, & Abrantesc, 2015). This research paper

will  highlight  the  negative  impacts  of  workaround  behaviours  on  organisational  IT  security  and

identify their detection and control. Therefore, it is vital for the research to gain insight into what

motivates  employees  who  engage  in  practices  such  as  password  sharing  and  the  extent  of

workarounds within organisations.

1.2. Theoretical gap

A theoretical gap exists in understanding the motivation behind employees’ workaround behaviours

and the complexity of such interplay. This complexity is shaped by a lack of understanding of the



convenience  of  work  pressures  and  the  dissatisfaction  surrounding  work  processes  that  drive

workarounds.  

1.3. Problem Statement

Little is known regarding the reason why employees create workarounds that, at times, seem to bypass

well-established information security measures. This potentially exposes organisations to significant

risk. 

1.4. Research Objective 

The research objective for this work is to understand why employees create workarounds that bypass

information  security  measures  and  investigate  the  possible  reasons  why  these  actions  can  be

understood and managed. 

2. Literature Review

2.1. Human Ingenuity and Workarounds
Organisations value human ingenuity, which addresses various form of challenges, such as leadership

and performance.  The literature  cites  ingenuity across these and various other typological  forms.

Table 1 displays a typology of these various forms of ingenuity

Table 1: Descriptive Statistics 

Ingenuity types Source Contexts 

Leadership ingenuity Adeyeye (2008) Addressing  leadership  challenges,  inspiring,  and

motivating employees innovatively.

Performance ingenuity Ali, Ahmi, & Saidin 

(2019)

Seeking  novel  ways  to  enhance  individual  or

organisational performance. 

Technical Ingenuity Watkins (2019) Using scientific and engineering methods to solve

technical problems.  

Strategic Ingenuity Ahmed & Hamad (2022) Developing long-term innovative strategies that can

address complex organisational landscapes. 

Tactical Ingenuity Lukaszewski (1988) Implementing  innovative  short-term  tactical

responses  to  achieve  immediate  goals  or  solve

immediate problems 

Cultural Ingenuity Albibi (2009) Innovatively shaping organisational culture in ways

that  promote  employee  motivation,  collaboration,

and shared values. 

Source:  Author generated 



The common thread across these types of ingenuity is the ability of employees to solve organisational

problems by applying unique approaches to contexts of leadership, performance, technical skills, and

strategic, tactical, and cultural abilities. New ideas, ways of thinking, doing tasks, or new processes

may emerge by applying out-of-the-box thinking. 

Workarounds play an essential role in ingenuity because they form the basis by which employees can

respond  to  challenges,  obstacles,  and  constraints  created  mainly  by  organisational  structures  and

policies.  When employees  perceive these structures  as  constraining,  they tap into  key aspects  of

ingenuity to solve problems. For instance, bureaucratic structures may constrain management from

reaching out to their employees formally. To overcome these constraints, they may figure out ways to

bypass  traditional  modes  and  channels  to  quickly  disseminate  information  using  tools  such  as

WhatsApp, seen as a form of leadership ingenuity. 

Technicians such as information security specialists  and practitioners may devise workarounds to

address challenges of a technical nature that standard protocols using prescribed guidelines may not

be able to resolve. These technicians may innovatively seek for repurpose existing technologies to

develop temporary fixes that keep systems running. This is seen as a form of technical ingenuity in

workarounds. 

2.2. Self-efficacy drives ingenuity and workarounds 
In his seminal work on self-efficacy, Bandura (1977), as cited by Maddux (1995), examines self-

efficacy  theory  as  among  the  personal  competence  and  efficacy  theories  popular  in  personality

psychology, projecting that humans’ persistence on courses of action is determined by the judging of

expectations  based  on  skills  and  capabilities  to  be  successfully  is  environmental  demands  and

challenges.  Bandura (1977) emphasises how individuals perceive their own abilities in relation to

their behaviour and outcomes when faced with various challenges. Hence, this includes and extends to

information security challenges.

Individuals across working environments, such as information security, may have a belief in their own

ability  to  succeed  when  they  face  immediate  and  critical  threats  that  standard  procedures  and

guidelines will not address. For instance, if a practitioner encounters a Zero-Day Exploit targeting old

systems,  which  the  organisation  relies  on  because the system is  old,  conventional  procedures  to

‘patch,’ i.e., use software to mitigate this attack, might not work since the old system is incompatible

with new software.  . After assessing the situation and recognizing the severity of the attack, the

practitioner will workaround the exploit by implementing an on-the-go, improvised, tailored script to

detect unusual patterns while developing proper software. This scenario may demonstrate how self-

efficacy, through the ingenuity of the information security practitioner, can drive workarounds.



2.3. Job characteristics drive ingenuity and workarounds.

The Job Characteristics Model (JCM), developed by Hackman and Oldham (1975), directly addresses

job characteristics by identifying five core job dimensions: task significance, task identity, autonomy,

skill variety, and feedback. In their work on validating the accuracy of JCM, Fried, and Ferris (1987)

show that this model supports the multidimensionality of job characteristics. However, they disagree

with  the  number  of  dimensions  Hackman  and  Oldham  (1975)  suggested,  presenting  that  job

characteristics also play a role in psychological and behavioural outcomes. Because of individual

differences  such  as  skills,  psychological  traits,  and  behaviour,  JCM  implies  that  enhanced  job

characteristics  will  boost  an  individual's  sense  of  competence  and  confidence  in  their  abilities,

aligning with the concept of self-efficacy. 

2.4. Individuality drives ingenuity and workarounds 
Individuality is a quality in people where people perceive themselves as distinct and unique, with their

thoughts and actions driving this eccentric personality.  According to Borgen and Lindley (2014),

individuality will emphasise the independence and rights of individuals over the collective. Borgen

and Lindley (2014) point out that individuality is distinctive on many dimensions that are important to

success and to the satisfaction of life for that individual. A person with distinctiveness matching a

specific environmental niche will most likely achieve the desired positive outcomes. They point to

three significant individuality domains:  self-efficacy, interests, and personality.

Costa and McCrae (1998), in their work on the Trait Theory of Personality (TTP), point out that

individuality is a core aspect of personality traits that includes conscientiousness and extraversion,

which will  influence an individual’s  approach to  problem-solving and coming up with solutions.

According to Costa and McCrae (1998), conscientious individuals will most likely be more persistent

in developing effective workarounds to problems. If they are extroverts, they might be more inclined

to seek feedback and collaboration to explore feasible solutions. 

2.5. Workarounds and Information Security Integrity 
As pointed out in earlier texts, workarounds, though important in organisations, are most likely to

impact  information  security  integrity,  but  the  extent  is  unknown.  There  are  possibilities  that

workarounds would most likely introduce vulnerabilities to system security measures in place. The

core concepts, self-efficacy, individuality, and job characteristics, are essential drivers of workarounds

that can lead to overconfidence and risk-taking to develop short-term measures that bypass guidelines.

There might be an innate temptation for information security practitioners to resist conforming to

established information security protocols, especially if they believe their efforts might yield better

solutions. This concern is pointed out by Tucker, Zheng, Gardner, et al. (2020) in their study on

workarounds in healthcare settings, which shows that workarounds were associated with higher rates

of  hospital-acquired  pressure  injuries,  pointing  out  that  workarounds  might  be  associated  with



negative patient outcomes. Similarly, workarounds in information security settings might pose a risk.

However, this is not established, but studies in information security on workarounds have been more

frequent, especially from those employees that perceive conflicts between information security and

other organisational goals (Woltjer, 2017).

2.1. Structural Equation Modelling (SEM) and Hypotheses Development 

From the previous texts in the literature review regarding ingenuity and workarounds, three essential

concepts:  self-efficacy,  individuality,  and  job  characteristics  emerged  that  might  influence

workarounds, which in turn will influence information security integrity. The following hypotheses

were formulated from the outcome of this understanding: 

 H1:  Self-efficacy  will  influence  workarounds,  bypassing  information  security  policy

compliance. 

 H2:  Job  characteristics  will  influence  workarounds,  bypassing  information  security  policy

compliance. H3: Self-efficacy will influence workarounds. 

 H3:  Individuality  will  influence  workarounds,  bypassing  information  security  policy

compliance.

 H4: Bypassing information security policy compliance through workarounds will influence

information security integrity. 

The complex  relationships  between these four  essential  concepts  (multiple  variables)  might  have

observable and hidden effects. It would be particularly useful to determine how these four concepts

relate. Structural Equation Modelling (SEM) is a valuable and powerful statistical technique that can

be applied in this work to understand this complex relationship (Barrett, 2007). SEM would be used to

develop a theoretical model using the hypotheses presented, where the independent variables would

be self-efficacy, individuality, and job characteristics.  Workarounds would serve as the mediating

variable, and information security integrity would serve as the dependent variable. Using SEM, the

simultaneous analysis of these multiple relationships would be possible, allowing for the estimation of

direct observable and indirect unobservable effects, or latent variables. 

3. Methodology

The research philosophy was positivist and we used structural equation modelling (SEM) to explore

causal complex relationships with the variables under study. The researchers applied the deductive

approach, drawing the variables under this study from the literature and developing hypotheses to be

used as a basis for the theoretical model to be tested.  The study was cross-sectional, employing a

survey strategy (Craighead, et al., 2011; Harley & Cooper, 2021).



3.1. Research Sample and Sampling Strategy
 The study participants, who were information security practitioners working within the precincts of

Johannesburg and aged between 18 and 65, were selected through convenience sampling, given that

the researchers were based in Johannesburg.The city of Johannesburg was ideal because the city has a

profile of residents who are migrants from across most provinces of South Africa, as well as a healthy

and vibrant international community of practitioners. The researchers targeted the study participants

using an online survey. The  study involved 206 participants.  

3.2. Data Collection and Instrument Design
Almost all  study participants had a social media presence (LinkedIn and Facebook), which made

using an online survey easy and convenient.  This approach generated a satisfactory sample size and

allowed study participants to record their responses anonymously. 

The survey instrument was designed with a Likert scale of five points and was closed-ended. For

ethical reasons, screening questions were asked to filter out vulnerable respondents (aged less than 18

years and more than 65 years). 

3.3. Ethics

Study participants were informed of the nature of the study and their valuable contribution before

responding to questions asked. They were also informed that their participation would be voluntary

and they had the option to withdraw from the study if they so desired. Confidentiality and anonymity

were guaranteed.  The research project received ethical approval from [name withheld], the location

of the research.

3.4. Descriptive Statistics
Table 1 presents the descriptive statistics for key variables, such as self-efficacy, individuality, job

characteristics,  infosec  integrity,  and  workarounds  in  the  study.  The  researchers  observed  the

variability of study participants’ perceptions across different constructs. This is shown in Table 2. 

Table 2: Descriptive Statistics 

Descriptive Statistics
N Minimum Maximum Mean Std. Deviation

Self-Efficacy 206 1,00 6,00 4,3932 1,39629
Individuality 206 2,00 6,00 5,1920 ,96335
Job Characteristics 206 2,00 6,00 5,2282 1,02357
InfoSec Integrity 206 1,00 6,00 4,8350 1,48798
Workarounds 206 1,00 6,00 4,7840 1,50307
Valid N (listwise) 206

Source:  Author generated using IBM SPSS Ver 29.0



Study participants reported moderate to high levels of self-efficacy (Mean = 4.39, Standard Deviation

= 1.40), which suggested generally positive perceptions of their abilities to accomplish tasks. The

variable Individuality reported high scores (Mean = 5.19, Standard Deviation = .96), pointing to study

participants presenting strong uniqueness and self-identification, which often characterise ingenuity

and creativity.  The variables Job characteristics indicated the study participants being satisfied with

the various aspects of their work, with overall scores of (Mean = 5.23, Standard Deviation = 1.02).

The  scores  for  information  security  integrity  were  more  pronounced  (Mean  =  4.84,  Standard

Deviation = 1.49), with responses ranging widely, showing that the study participants held diverse

perceptions  of  their  organisation's  robustness  to  undertake  information  security  measures.  The

researchers also observed that study participants held varying perceptions of workarounds and the

extent to which employees would be willing to circumvent information security policies. 

3.5. Industry Analysis

It  was important for the researchers to understand which industries the study participants
worked  in  to  get  the  context  of  the  perspectives  and  practices  they  held,  and  more
importantly,  the broader ingenuity impacts on practices,  the integrity of security,  and the
systems they worked with. The researchers posed this question to the study participants, and
Figure 1 captures their responses.

Figure 1: Industry participants work 
Source:  Author generated using IBM SPSS Ver 29.0

Significantly, the study pointed to a high representation of study participants working in IT
and Telecommunications (30 participants, 14.5%) and Engineering (28 participants, 13.5%)
for this  study, which informed the study’s responses.  This representation stood out since
other industries, such as Retail (19 participants, 9.2%), were not as represented. With these



insights,  the researchers could contextualise interpretations of participants’  responses into
broad impacts ingenuity had on the integrity of information security. 

3.6. Duration of service 

Knowing the duration of service by study participants was crucial because of the additional
insights  such  data  would  provide  in  the  interpretation  process.  This  is  because  study
participants who were seasoned and had worked many years would most likely offer different
perspectives from younger, less experienced study participants.  Figure 2 presents a bar chart
on the duration of service. 

Figure 2: Duration of Service
Source:  Author generated using IBM SPSS Ver 29.0

The significance of Figure 2 is that it  shows the distribution of study participants across

different  experience  levels  in  their  respective  industries.  The  self-reported  data  from the

sampled  study  participants  shows  that  a  high  percentage  had  more  than  30  years  of

experience (33.3%). This is a crucial finding because it indicates a substantial proportion of

seasoned professionals, potentially influencing perspectives, presented in the study.  

3.7. Reliability and Validity 
Sample adequacy can be a major concern when interpreting data, so any researcher must ensure the

sample selected for the study is sufficient to conduct a factor analysis in order to make the work

reliable. Therefore, the Kaiser-Meyer-Olkin (KMO) measure of sampling adequacy is a good test

necessary to achieve this purpose (Hill, 2011). A high KMO of a value close to 1 point indicate factor

analysis being useful since variables share common factors, pointing to valid data. Bartlett's Test of



Sphericity  was  conducted  to  determine  whether  correlations  between  variables  were  sufficiently

different.  Both tests confirmed statistical significance, pointing to the data being large enough for

factor analysis to be meaningful. Cronbach's Alpha tests show that the variables Workarounds, Self-

efficacy,  Individuality,  Job Characteristics,  and Information security  integrity  had large values  (α

> .700.)

3.8. Correlation Tests
Before performing the regression analysis, we conducted a correlation test on the variables to assess

the strength and direction of the relationships between them. The correlation was also used to validate

the reliability and validity of the variables for regression to validate the proposed hypotheses.  The

tests reveal that the variables Workaround significantly negatively correlated with Self-Efficacy (r = -

0.222, p < .01), positively correlated with Individuality (r = 0.281, p < .01), Job Characteristics (r =

0.414, p < .01). Information Security Integrity showed positive correlations with Workarounds (r =

0.340, p < .01).  A test of  Squared Multiple Correlations was also done to help assess whether the

correlated variable Workarounds would influence Information Security integrity by explaining the

variability in the dependent variable and interpreting the statistical analysis results.  Higher values

demonstrate a stronger relationship. Further regression analysis tests were used to see how well the

structural equation model could predict things. The squared multiple correlations helped by showing

how strongly these variables were linked. The results of the Squared Multiple Correlation are shown

in Table 3.

Table 3: Squared Multiple Correlations

Squared Multiple Correlations:

Estimates 

Workaround ,239

Info_Sec_Integrity_Var  ,116

Source:  Author generated using IBM SPSS Ver 29.0

Table 5 shows that the squared multiple correlation for workaround is 0.239. This value represents the

proportion of variance in the workaround that can be explained by the predictor variables included in

the structural equation model. In other words, the independent variables in the model account for

approximately 23.9% of the variance in workaround. The squared multiple correlation for Information

Security Integrity is 0.116, indicating that approximately 11.6% of the variance is explained by the

predictor variables included in the model. 

3.9. Regression analysis
The researchers  conducted  regression  analysis  to  explore  and quantify  the  relationships  between

variables.  The  analysis  enabled  the  researchers  to  assess  how changes  in  one  variable,  whether



predictor or independent, would be associated with changes in another variable. Regression analysis

was  also  carried  out  because  it  provided  a  formal  framework  for  testing  the  hypothesis  and

determining statistical significance and goodness of fit. In the findings section, we discuss the results

displayed in Table 4.

Table 4: Regression weights - Model

Estimate S.E. C.R. P

Label

Workaround <--- Self-Efficacy -,266 ,068 -3,895 ***

Workaround <--- Job Characteristics ,459 ,102 4,514 ***

Workaround <--- Individuality ,305 ,111 2,763 ,006

Information Security Integrity <--- Workaround ,337 ,065 5,177 ***

Source:  Author generated using IBM SPSS Ver 29.0

4. Results and Findings 

4.1. Variance Estimates 
To use AMOS to make a structure equation model (SEM), it was important to understand variability,

or the variance estimates, which show how much variation (dispersion) there is in the variables being

studied. This helped us figure out the consistency and goodness of fit of the SEM. The researchers

assessed variability to see how well the model would explain the variables under study and make

sound inferences. A low variance indicates that the SEM will explain more of the observed variability,

suggesting a better fit. Table 5 display the variance estimates.

Table 5: Variances estimates 

Estimate S.E. C.R. P values

Variances 

Self-Efficacy 1,940 ,192 10,124 ***

Job Characteristics 1,043 ,103 10,124 ***

Individuality ,924 ,091 10,124 ***

e1 1,710 ,169 10,124 ***

e2 1,949 ,192 10,124 ***

Source:  Author generated using IBM SPSS Ver 29.0

Table 5 shows that high Critical Ratios (C.R.) and P-values suggest that these estimates were robust

and would be reliable for interpreting the model's fit and significance of relationships. The variance



estimates  for  Self-Efficacy  (-  1.940),  Job  Characteristics  (1.043),  and  Individuality  (0.924),  e1

(1.710), and e2 (1.949) show that these variance estimates were statistically significant. 

4.2. Structural Equation Model on Information Security Integrity Implications 
After establishing model  fitness by calculating variance estimates, we used AMOS to model  and

visualise the SEM, which presented the regression analysis results.  The SEM is presented in Figure 3.

Figure 3: SEM on Workarounds and Information Security Integrity   
Source:  Author generated using AMOS Ver 29.0

The  SEM shows significant  relationships  among Self-Efficacy,  Job  Characteristics,  Individuality,

Workaround, and Information Security Integrity. The model shows that Self-Efficacy has a significant

negative association with Workaround (β = -0.266, p < 0.001). This can be interpreted to mean that

study participants who presented higher levels of self-efficacy tended to carry out fewer workarounds.

These findings support earlier work by 

who showed that their control variable self-efficacy presented a dual-sided workaround behaviour that

was affected by competence, job autonomy, and experience.

We also found that on the contrary, this was different for both Job Characteristics and Individuality,

which significantly predicated predicted Workaround (β = 0.459, p < 0.001) and (β = 0.305, p =

0.006), respectively. However, in the case of Individuality, this relationship was weaker.  Moreover,

Information Security  Integrity  was positively associated with Workaround (β = 0.337,  SE = p <

0.001), suggesting that the study participants who self-reported to have worked around issues felt this

positively affected the integrity of information systems. 

5. Managerial Implications
The  study  has  shown within  an  organisational  context,  how self-efficacy,  individuality,  and  job

characteristics  moderate  workarounds,  which  in  turn  has  an  influence  on  information  security

integrity. When management and practitioners of information security or other domains understand



these dynamics, they will  be better positioned to effect better strategies not  to stifle creative and

innovative  solutions  but  rather  to  encourage  innovation  and  efficiency  to  improve  information

security. Management should tailor better information security training to address the specific needs

of employees with high self-efficacy and individuality. Managers should also clearly communicate the

risks embedded in workaround habits to protect their businesses' resources from employees who may

not understand the potential negative impact of workarounds on information security integrity. 

6. Conclusions, Limitations, and Future Research

This research study applied SEM to model complex relationships between self-efficacy, individuality,

and job characteristics  and how workarounds and the influence on  information  security  integrity

moderate  these variables.  By understanding how these complex relationships  work,  managers are

better positioned to design strategies that take cognisance of individuality and ingenuity, pointing to a

need for a balanced approach to creativity, innovation, and information security. This research has

pointed this out. The study is, however, limited to the need for a border generalisation outside of the

precinct of Johannesburg into other cities and regions for the findings to be more representative. A

qualitative  study would  also  be  helpful  to  explore  the  lived  experiences  of  why employees  and

practitioners carry out workarounds to develop a typology of reasons managers would use to develop

effective strategies. This would be an essential consideration for future research. Indeed, by applying

SEM, this study provided a data-driven foundation for managers and those interested in the field of

information systems security to make informed strategic decisions that will satisfy and not demotivate

their  employee's  individuality,  self-efficacy  and  to  design  jobs  and  conditions  necessary  for

addressing the information security needs of their businesses. 
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